
http://aqualab.cs.northwestern.edu

David Choffnes

Committee:

Fabián Bustamante (chair)

Lorenzo Alvisi (UT Austin)

Yan Chen

Peter Dinda



David Choffnes 2

Internet activity increasingly driven by 

services

ïVoIP, video streaming, games, file 

downloads

ïNetwork performance essential to 

continued success

User experience as a key benchmark

ïLargely determined by frequency, duration 

and severity of network events

ïPoor performance can lead to loss of 

revenue, reputation

ïFast detection/isolation is critical

Crowdsourcing Network Monitoring
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Network events are common in the Internet

ïEvent is any change in network status

ïCan be customer-impacting, or not

Well-understood events

ïPlanned maintenance

ïFiber cuts

ïInternal peering changes

Events that keep operators awake at night

ïñSilentò failures

ïOperator misconfiguration

ïRouter bugs

ïExternal peering changes

Crowdsourcing Network Monitoring
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Monitor a collection of signals

ïNetflow records

ïLink aggregate stats (throughput, e.g.)

ïRTT

ïLoss

ïBGP updates

Run a detection algorithm

ïMoving average

ïPCA

ïThreshold

Isolate event and perform root cause analysis

Crowdsourcing Network Monitoring
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This work focuses on events impacting end-to-

end performance

If end-users canôt notice it, we ignore it

ïExamples: BGP route change, silent failover

What we would like

ïAccess to the service (application) view of 

performance

ïReal-time, reliable detection and isolation -- potentially 

across networks

ïScales with the number of potential network events, not 

the number of monitoring hosts

Crowdsourcing Network Monitoring
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Monitor ISP links/routers for congestion/outages

ïOperates on aggregate views

ïVolume of monitoring data does 

not scale to edges of network

ïDetected events may impact 

services differently

BGP feeds for routing anomalies

ïDoes not indicate performance

ïOnly covers visible paths

Active probing

ïCan simulate end-to-end performance

ïOverhead cannot scale to the edge

Crowdsourcing Network Monitoring
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Our approach: Push monitoring to the edge 

systems themselves

ïDetect drops in performance

ïIf enough hosts see
ÅSame performance problem, 

Åat the same time, 

Åin the same networké.

The problem is likely to be the network

Crowdsourcing Network Monitoring
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See what the user sees

No need to deploy expensive hardware 

Proprietary ISP information not necessary

Not constrained to a single network

Grows naturally with the Internet

Application-specific information to accurately 

determine end-to-end performance problems

Crowdsourcing Network Monitoring


